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Abstract—This letter investigates secure beamforming for a
near-field (NF) integrated sensing and communication system,
where an extremely large-scale antenna array (ELAA) base sta-
tion (BS) serves multiple users and sensing targets under eaves-
dropping threats. Conventional algorithms are computationally
prohibitive in large-scale scenarios. To address this, we propose
a low-complexity beamforming algorithm that exploits NF beam-
focusing in both angular and distance domains. The design
maximizes the secrecy sum rate while satisfying the user’s SINR,
target beampattern, and BS power constraints. By converting the
power constraint into a complex sphere manifold, the algorithm
combines manifold optimization with the augmented Lagrangian
method to efficiently handle the remaining constraints. This
drastically reduces the search space; for example, with 257 BS
antennas, it achieves an 18-fold speedup over the convex-concave
procedure algorithm (CCPA).

Index Terms—Integrated sensing and communication, Secure
communication, Extremely large-scale antenna arrays, Near-field.

I. INTRODUCTION

EAR-FIELD (NF)-Integrated Sensing and Communica-
Ntions (ISAC) can successfully accommodate growing
data traffic and high-resolution sensing for diverse applica-
tions, exploiting extremely large-scale antenna arrays (ELAA)
and high frequencies (10 GHz to 10THz) [1], [2]. These
include remote healthcare, weather monitoring, asset tracking,
gesture recognition, autonomous vehicles, and more [1], [2].

Information leakage to eavesdroppers poses a heightened
threat at the ISAC physical layer, making reliability essen-
tial for practical applications [3], [4]. While secure beam-
forming has been studied in far-field (FF) ISAC and NF
communication-only scenarios, few works address NF ISAC.
Reference [3] maximizes the minimum sensing beampattern
gain across multiple targets while satisfying user signal-to-
interference-plus-noise ratio (SINR) requirements and limiting
the eavesdropper’s SINR, solved via semidefinite program-
ming (SDP) with sequential rank-one relaxation. In [4], an
NF non-orthogonal multiple access ISAC system with a sin-
gle target is considered, where a convex-concave procedure
algorithm (CCPA) combining semidefinite relaxation (SDR)
and successive convex approximation (SCA) maximizes the
sum secrecy rate subject to a sensing Cramér-Rao bound.

When applied to ELAA systems, these traditional al-
gorithms are often inefficient due to matrix lifting, high-
dimensional search spaces, and long run times. For instance,
simulating a 200-antenna BS ISAC system using CCPA can
take nearly two weeks for a single curve [5]. Moreover, SDP
expands the search space from M KN to M?K N, where M,
K, and N denote the numbers of BS antennas, users, and
targets, respectively. Thus, these approaches are unsuitable for
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large-scale NF systems, leading to exponential complexity.
This motivates the need for fundamentally different algo-
rithms.

To address these limitations, we go beyond our earlier
work [6] by incorporating an eavesdropper model and secrecy-
rate maximization into the NF ISAC framework. Unlike [6],
which focused solely on communication—sensing trade-off,
we introduce secrecy metrics, eavesdropper SINR constraints,
and corresponding Lagrangian gradients. Moreover, instead
of applying standard manifold optimization (MO) for un-
constrained problems, we develop an augmented Lagrangian
manifold optimization (ALM-MO) algorithm that directly
handles non-convex secrecy and sensing constraints without
convex relaxations such as SDR or SCA. This integration
significantly lowers complexity while ensuring scalability to
ELAAs. Furthermore, the algorithm explicitly exploits NF
beam focusing in both angular and distance domains, enabling
efficient secure communication and multi-target detection. To
the best of our knowledge, this is the first tailored, low-
complexity algorithm for secure NF ISAC with ELAAs, com-
plementing and advancing the emerging literature in NF secure
ISAC [3], [4] and going substantially beyond conventional MO
approaches.

The proposed beamforming algorithm maximizes the users’
sum secrecy rate given an eavesdropper, subject to each user’s
minimum SINR requirement, the sensing beampattern gain
for each target, and the BS transmit power constraint. This
algorithm leverages the power constraint to define a complex
sphere manifold and utilizes the ALM to handle the other
constraints. It iteratively updates the optimization variables,
Lagrange multipliers, and penalty parameters to ensure that
all constraints are satisfied. Compared with standard optimiza-
tion techniques, it achieves substantially lower computational
complexity and execution time. For example, with 257 BS
antennas, it runs 18 times faster than CCPA and operates over
a (M + 1)(K 4+ N) reduced search space, yielding a drastic
complexity reduction.

Notation: 1)y is the M x M identity matrix. (-) denotes the
real part. CA'(u, R) is a complex Gaussian vector with mean
p and co-variance R. 1,y is 1 if x > 0 and 0 otherwise.
unt(a) = [a1/|a1],...,an/|an|]. AoB is the Hadamard prod-
uct. clipy, ,;(¥) = max{a, min(b, #)} and [z]* = max(0, z).
R™ and C™ are n-dimensional Euclidean and complex spaces.
The complex sphere manifold is M = {x € C" : ||x|| = 1}.

II. PRELIMINARIES

This section describes the system model, channel model,
and transmission signals.

1) System and Channel Models: Fig. 1 shows an NF secure
ISAC system with an M = 2M + l-antenna BS, K single-
antenna users, [V potential targets, and an eavesdropper (Eve).
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Fig. 1. An NF secure ISAC system.

The Eve is assumed to be a legitimate device (e.g., a registered
user in the network) that may later behave maliciously [3], [4].
The BS simultaneously transmits probing signals to the targets
and data to the users while ensuring data security against Eve.
Without loss of generality, the BS employs a uniform linear
array (ULA) with spacing d = A./2 and its origin at the array
center, where ). is the wavelength at carrier frequency f. [7].
The ULA aperture is D = (M — 1)d, yielding a Rayleigh
distance of 2D? /Ac [2]. Both users and targets are located in
the BS’s NF region [7]-[10].

We use the NF spherical wave channel model [5], [10]. The
BS-user, BS-target, and BS-Eve channels are denoted by h;, €
CMx1 a, € CM*1 and g € CM*!, respectively. In general,
the NF channel between the BS and the b-th node is expressed
as f, = Bycy, where f, € hy, a,, g. Here, c;, € CM*1 is the
NF array response vector with [cp],, = e/ erme(o.0) - and
Tmb(Tp, Op) is the distance from the m-th antenna to the b-th
node [5, Eqn. (1)]. The parameters r; and 6, represent the
node’s distance and angle relative to the ULA center, while
By = /A (4m)r, * models the free-space path-loss between
the 0-th antenna and the b-th node.

Remark 1. As an initial study, we assume perfect CSI for
all channels, including Eve’s, by considering Eve as a regis-
tered device whose CSI was obtained during prior training
or pilot signaling. In practice, CSI is inevitably imperfect
due to estimation errors, uncertainty, and mobility. Robust
extensions, such as (i) norm-bounded uncertainty models for
worst-case secrecy guarantees and (ii) statistical CSI models
for distributional robustness, can be incorporated into the
proposed framework to address imperfect CSI and mobility.

2) Transmission Model: The BS transmitted signal x(n) €
CMx1 {5 designed for joint communication and sensing, i.e.,
X = Zszl Wiqr + 25:1 Sn, where g, € C is the unit-
power data symbol for the k-th user, ie., E{|q:|?} = 1,
wy, € CM*1 g the BS beamforming vector for the k-th user,
and s, € CM*! is the sensing signal for detecting the n-th
target. It is assumed that ¢ and s,, are independent, and BS
beamforming is achieved via the joint design of wy and s,
[11]. The received signal at the k-th user is given as

K N
H H H
Yk = hk W;qk + E itk hk w;q; + E =1 hk S; + 2k, (D)

where 23, ~ CN(0, 0?) is the k-th user additive white Gaussian
noise (AWGN). On the other hand, Eve also receives the BS
transmitted signal and tries to decode the information of any

user. The received signal at Eve is given as

K N
_ I E—_— Hg
Ye = 8 Wigi + > =18 8tz 2)
where z, ~ CN(0,02) is the AWGN vector at the Eve.

Remark 2. Note that N independent sensing beams are
used to detect N distinct targets. Unlike FF ISAC systems,
NF beams focus on both angle and distance, producing
highly localized energy (beam-focusing effect). Hence, a single
communication beam primarily illuminates the vicinity of
the served user, leaving other spatial regions poorly cov-
ered. To achieve reliable multi-target detection and maintain
situational awareness, explicit sensing probing signals are
therefore required in addition to communication beams [2],
[6]. While this introduces a natural trade-off with secrecy rate
and throughput, such probing is indispensable in NF ISAC
with ELAAs, where the communication waveform alone cannot
guarantee adequate sensing coverage. This is further validated
by our simulations (Fig. 3 and Fig. 4).

Next, we introduce several notations. The beamforming
vectors are collected in V. = [wy,...,Wk,S1,...,8N] €
CMX(KEAN) et B =Ix,y € REFNIXEEN) be the index
matrix. The individual vectors are expressed as wi = VEy
and s,, = VEg,, where E; is the i-th column of E.

III. SYSTEM PERFORMANCE

Secure communication and sensing are measured via the
secrecy rate and the BS transmit beampatterns for the targets.
1) Secrecy Rate: The users decode their intended data from
the BS signal. From (1), the SINR at the k-th user is given by

[y wy |
S w2+ S his )2 402
ik 1 Wi j=1 1% Sj
Eve also tries to decode the intended data for the k-th user.

Using (2), the SINR at Eve for decoding the k-th user’s data
can be expressed as

Tk = 3)

8" wi|?

K 1 oHw |2 N Hg |2 2’
Dz |8TWilP+ 3205 |gtss? + o
Thus, the k-th user secrecy rate can be approximated by
R & [logy (1 + k) — loga (1 +7e.)] ™

2) Sensing Beampattern: The BS computes the transmit
beampattern gain for each target, a key criterion for sens-
ing signal optimization [9], [12], [13]. It characterizes the
transmitted power distribution over the sensing angle range
6 € [—n/2,7/2]. Proper shaping of this distribution enhances
detection, range/Doppler/angle estimation, tracking, recogni-
tion, and overall sensing accuracy. For the n-th target direction,
the beampattern is given as

Ye,k = (4)

_ Ho2l _ \NOFK Y Hym mHyvH
P(rp.0n) = E{[alx]| }_Zizl allVE,El'VHa,. (5)

This measure can be adapted to sensing needs: for unknown
target directions, a uniform p(r,,6,) is preferred, whereas
in tracking tasks with approximately known directions, the
beampattern should concentrate power in likely target regions
to enhance localization accuracy [13].
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IV. PROBLEM FORMULATION

We optimize the NF secure ISAC system (Fig. 1) to max-
imize the secrecy sum rate under constraints on user SINR,
target beampattern gains, and BS transmit power. This ensures
user data security against eavesdropping. The optimization
problem is formulated as

P1: max Zle Ry, (6a)
sty > VE, (6b)
p(rn, 0n) > pth, Vn, (6¢)
Te(VVY) < proax (6d)

Here, (6b) ensures the minimum communication SINR 'y
(6¢) enforces the minimum sensing beampattern gain pt* for
target detection, and (6d) limits the BS transmit power to pyax-

V. PROPOSED SOLUTION

Since P1 is non-convex due to its objective and variable-
product constraints, we use one of the constraints to define a
manifold. The search is then restricted to this manifold, and a
single cost function incorporates the remaining constraints.

First, (6d) can be normalized by setting Tr(VVH) < 1. We
then introduce V = [Vy,...,Vx n], where ¥v; = [v],z]T
and z = [21,...,2K+nN]| is an auxiliary vector. This ensures
Tr(VVH) = Tr(VVH) + ||z]|3 = 1, which simplifies power
normalization while preserving feasibility [6]. This yields the
complex sphere manifold M of size (M + 1) x (K + N).
This reformulates P1 as an optimization problem on M:

~ K ~ ~
P2 min f(V)=-3 (A(V) - fax(V)), T
- ' VE,|?
st oup(V) =~ — | k <0, Vk, (7b)
k( ) Tk ZK+N |hHVE |2—|—0'2 >
~ +N
g.(V) =p =) " "alVE,E'VHa, <0, vn, (70
where h, = /Pmax |k, 0] and &, = \/Pmax|8n,0] are

adjusted to match the problem’s dimensionality. Moreover,

define (V) = B VE, [ d for(V) =
we define fr(V) = SN [frvE, s A fer(V) =
|g"VE,|?

ZK+N [EAVE, o ) where g = \/pmax[gvo}' In (7), f(V)’
fer(V), ug(V), and gn(V) are continuous differentiable
functions from M to R [14]. However, the constraints (7b)
and (7c) are beyond manifold constraints. To address this
challenge, we incorporate (7b) and (7c) into the objective as
a penalty term utilizing ALM [14]. The resulting Lagrangian
cost function is given as [14]

- - K -
LV @)= (V) /23 (w/p+u(V)]*)
N
+p/2)_  (en/p+9.(V)T)P ®)
where p > 0 is a penalty parameter and A > RX and

a > RV are the vectors of Lagrange parameters. The ALM
optimizes V for given A and « using the MO technique, and
updates A and « with a gradient-type rule [15]. The decision
variable V is restricted to a manifold M when applying
ALM to Riemannian manifolds. This results in £,(V, X, @)

Algorithm 1 : Secure Beamforming Algorithm

1: Require: M, f(~V ur(V), gn(V).

2: Initialization: Vo € M, multipliers {A\° a’}, tolerances
{€min,€0 > 0,01 > 0,92 > 0}, penalty po, reduction factors
{6 € (0, 1),0p > 1}, bounds {A™" AT o™ oMY ratio
7, minimum distance dmin, t = 0.

3: while dist(f(V,), f(Vit1)) > 62 do

4: Update 1, = —gradg, £ (VA a).

5

6

while ||grads, £,]|2 > 6) do
Compute v;, update Vi1 via Ry ,(vtmt), update
T =31 (m¢), compute S, update 'r]H_l, t+t+1.
7:  end while
8:  Update X', «

(V t41 .
9: o™ = max %,—%}, i € {k,n}, hy €
{ur, gn}, and pi; € {Ax, o }.

Adjust €:41 = max{€min, Oc€t }.
oty £=0 or max o ot} < 7 mas oL 0%},
Pi41= k,n k,n

0,p¢, otherwise.
12: t(*tﬁ*l, Vte\?t“.
13: end while
14: Output: V*

t+1

10:

11:

=V*(1: M,K + N).

differentiable over \7, allowing the ALM framework to be
applied directly [14]. Thus, the resultant problem can be given
as P3 : mingeyna Lo(V,A a). The ALM-based MO
search, i.e., Algorithm 1, optimizes EP(V, A, &) on manifold
M through four main steps [14], [16]:

(i) Riemannian gradient: The FEuclidean gradient
V¢, £ (V A, ) is projected onto the tangent of M [16,
Eqn (17)]. The required Euclidean gradient of (8) is given
by (9), where Vf,(V) is given in (10) with ¢ = = hy, for
b=k and ¢ = g for b = {e, k}. Moreover, nyk is given by
Vg = KQI,NVEkthk _ ZK+N 2|h]! VE; |*h} VE; h,EY

K \hHVE 2402 ( K+N |hHVE 2402 )

(ii)) Search direction and mappmg. The descent di-
rection is updated by a conjugate gradient rule, ;11 =
—grady, L,(V, X a)+8Tg,_,v,,, (m), where (3 uses the
Hestenes—Stiefel formula and 7 (-) denotes vector transport to
align tangent spaces [16, Eqn. (20)].

(iii) Retraction: The new iterate is mapped back to M via
th(th) = unt(v;7;), where v, is the step size [14], [16].

(iv) Updating the Lagrange multipliers: This is done
s ALTL = Clippymin ymax) ()\}5¢ +ptuk(Vt+1)) and alt! =

clipjgmin qmax] <o¢§C + ptgn(\thH)), where p; is the penalty
parameter and clipping ensures boundedness and stability.

The proposed NF ISAC secure beamforming algorithm
is outlined in Algorithm 1. At iteration ¢, it generates a
candidate solution that satisfies £,(Vii1, Apy1,pp1) <
E,,(Vt,)\t,at) + €, where {e;} is an infinite sequence
that converges to zero, ensuring monotonic decrease of the
objective and convergence to a stationary point. The total
complexity per iteration is O(T (M (K + N) + M (K + N)?)),
with T iterations required for convergence [14], [16]. The
manifold-specific operations, i.e., projection of the Euclidean
gradient onto the tangent space and retraction back onto the
manifold, consist of standard linear algebra steps that scale
as O(M (K + N)). Thus, the manifold operations themselves
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129 257 321 5 10 15

do not dominate the runtime. This overall complexity is sub-
stantially lower than conventional approaches such as CCPA
or SDR/SCA-based methods, which involve lifted matrices of
size O(M?KN) and cubic or higher-order complexity. For
more details on computational aspects of MO, we refer the
readers to [14], [16].

VI. SIMULATION RESULTS

We evaluate the performance of the proposed NF secure
ISAC beamforming algorithm (i.e., Algorithm 1). The BS is
placed at {0,0}. Unless stated otherwise, the system con-
figuration consists of K = 2 and N = 3. The users are
positioned at distances of 30m and 40 m from the BS, with
respective angles of —35° and 50°. The sensing targets are
placed at 15m, 15m, and 25m, with angular directions of
—15°, 30°, and 30°, respectively. The simulation results are
obtained over 10% independent Monte Carlo trials. Additional
simulation parameters are provided in Table I.

CCPA benchmark: We compare the proposed algorithm
with a benchmark based on CCPA [5], which solves P1 via an
iterative SDR-SCA approach. Specifically, the beamforming
and sensing matrices are defined as Wj, = w,wil and S,
s,sil, where W, and S,, are semidefinite with Rank(W},) =
1. To ensure tractability, P1 is reformulated as a semidefinite
program (SDP) by relaxing the rank-one constraints [5]. The
relaxed SDP is solved via CVX, and Gaussian randomization
is applied to approximate the rank-one solution.

FF benchmark: Assuming D < 7, and approximating
with /1 +x ~ 1+ x/2 for z = %(de2 — 2rymd cos(6y)),
the array response simplifies to [cp|,, = €/ Frmdcos(9s) [2].
This approximation serves as a benchmark to quantify the
performance degradation resulting from inaccurate channel
modeling in NF secure ISAC systems.

Fig. 2 illustrates the average execution time (left) and con-
vergence behavior (right) of the proposed algorithm compared
to the CCPA method, based on MATLAB simulations run on
an Intel® Core™ i7 processor (2.50 GHz). As shown in the left
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Fig. 2. Execution time (left) and convergence rate (right).
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Fig. 3. Secrecy rate of Algorithm 1 with NF channels for M = 129.

plot, execution time increases with M, but the proposed algo-
rithm consistently outperforms CCPA, significantly reducing
runtime for all values of M. For instance, at M = 257, the
proposed method is approximately 18 times faster than CCPA.

The right plot in Fig. 2 shows that the proposed algo-
rithm converges significantly faster than CCPA. Specifically, it
achieves a stable secrecy rate within five iterations, regardless
of the antenna array size, while CCPA requires nine or more
iterations to converge. This highlights the lower computational
burden and superior efficiency of the proposed algorithm.

Fig. 3 and Fig. 4 illustrate the beam-focusing capabilities of
Algorithm 1 under NF and FF channel conditions, respectively,
with M = 129. The algorithm adaptively forms spatial beams
by optimizing transmit signals, leveraging NF/FF propagation
characteristics to enable joint sensing and communication.

In Fig. 3, the beampattern (NF case) exhibits distinct peaks
accurately aligned with the actual user and target positions in
both angle and distance. This demonstrates a key advantage
of NF ISAC: spherical wavefronts enable spatial resolution
in both domains, allowing the system to distinguish users or
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Fig. 4. Beam-focusing of the radar functionality of Algorithm 1 with FF
channels for M = 129.
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Fig. 5. Sum secrecy rate versus the number of BS antennas.

targets even when they share the same angle but differ in range.
Such fine-grained resolution enhances radar detection, com-
munication quality, and physical-layer security by reducing
leakage toward unintended directions (e.g., Eve). In contrast,
Fig. 4 (FF case) shows beampatterns that distribute energy
uniformly along angular directions, regardless of distance.
Owing to the planar wavefront assumption, FF models ignore
range-dependent phase variations and thus cannot separate
objects located at different distances along the same angle.
This limits sensing resolution and increases the potential for
interference or information leakage in multi-user scenarios.
Fig. 5 compares the secrecy rate performance of both
algorithms for different M. A higher number of BS antennas
correlates with an increased sum rate for all algorithms. Thus,
they can effectively leverage the spatial multiplexing benefits
of a greater antenna count. Notably, Algorithm 1 outperforms
CCPA in terms of secrecy rate across a wide range of antenna
numbers. For example, with M = 257 and K = 2, it delivers
an 11.4% gain. The SCA approximation and the rank-one
SDR relaxation used in the CCPA may be the cause.
Running time and secrecy rate gains stem from three main
factors: (i) CCPA explores over RMNX  whereas Algorithm 1
operates on M with only (M + 1)(K + N) dimensions,
drastically reducing complexity; (ii) The proposed method re-
formulates non-convex P1 directly as a MO problem, without
intermediate approximations; (iii) It aggregates all beamform-
ing vectors into a single variable, which is more efficient
for large-scale systems. Conversely, CCPA relies on SCA
and SDR, which involve computationally expensive matrix

operations, particularly as M increases.

VII. CONCLUSION

An NF ISAC secure beamforming algorithm is developed
for supporting multiple users and targets in the presence of
an eavesdropper. The algorithm leverages the beam-focusing
capability of NF propagation in both angular and distance
domains and maximizes the secrecy sum-rate subject to con-
straints on user SINR, target beampattern gains, and BS trans-
mit power. While the dimensionality of the problem increases
rapidly with the number of antennas, the proposed algorithm
restricts the search to a complex sphere manifold, reducing the
search space to (M + 1)(K + N) dimensions, compared to
the conventional CCPA approach with M2KN dimensions.
This reduction leads to substantial computational efficiency,
making the algorithm suitable for large-scale NF secure ISAC
deployments. Future work may address accommodating user
and target mobility with dynamic channel conditions, inte-
grating range and velocity estimation, and exploring robust
solutions for channel estimation and beam training.
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